Abstract. Watermarking is a potential method for copyright protection and authentication of multimedia data on the Internet. The watermarking process can be viewed as a communication task, where the watermark, acting like information, is embedded into a host image, acting like noise, in a communication channel that is susceptible to all kinds of attacks, acting like jamming. In this paper, a novel watermarking scheme using frequency-shift keying (FSK) modulation with high-variance block selection is proposed to achieve superior performance in robustness and imperceptibility. In the proposed scheme, a secret bit is embedded into two rather than one DCT coefficient of a block. This is analogous to the FSK as opposed to the amplitude-shift keying (ASK) modulation in digital communication. High-variance block selection (HVBS) is employed to enhance robustness. In order to solve the synchronization problem caused by HVBS, local block selection and a novel technique called the two-state constraint is implemented. In order to demonstrate the effectness of the proposed scheme, simulations under various conditions were conducted. The empirical results show that our proposed scheme can sustain most common attacks, including JPEG compression, rotating, resizing, cropping, painting, noising, and blurring. A comparison between watermarking with and without HVBS shows that HVBS with the twostate constraint can effectively enhance robustness without the sacrifice of imperceptibility. The enhancement is much more significant for host images with fluctuation characteristics than for those with smooth characteristics. The comparison between ASK and FSK shows that the extracted watermark from the latter deteriorates gracefully and that from the former is blown out as the strength of a JPEG attack rises beyond a threshold. For other common attacks, the ASK and FSK perform about the same except, for the blurring attack, for which the extracted watermark from the latter can be clearly identified while that from the former is blown out.
Introduction
Because digital information is easy to transmit and duplicate, unauthorized reproduction becomes a serious problem. As copyright and authentication gradually lose their security, the need for protecting intellectual property becomes more and more important. Recently, digital watermarking has been proposed as one solution to the problem of protecting intellectual property. [1] [2] [3] [4] [5] [6] [7] [8] [9] Unlike the traditional visible watermark found on papers, a digital watermark does not change the perceived quality of the image content. It is a potential method to discourage unauthorized copying or to attest the origin of an image. Generally, a digital watermark must fulfill the following requirements: it must be imperceptible, secure, reliable, robust, and unambiguous.
Watermarking techniques can be classified into two categories: those processed in the spatial domain, and those processed in the transform domain. In the spatial domain, 1, 2 the visual modes derived from data compression are very suitable for digital watermarking. Many excellent published hiding methods are based on just-noticeable distortion ͑JND͒. 9 Vector quantization is one of the widely used schemes for embedding watermarks. Lu and Sun 10 used codeword indices to carry the watermark information. However, the watermarks embedded in the spatial domain are not as robust as most of those embedded in the transform domain.
In the transform domain many approaches [3] [4] [5] [6] [7] are based on the discrete cosine transform ͑DCT͒. Hsu and Wu 4 proposed a scheme using pseudorandom permutation of water-marks in the middle band of the DCT coefficients and obtained good performance. Wu and Hsieh 6 used zerotree structure to embed watermarks by rearranging the DCT coefficients in a way similar to the multiresolution analysis ͑MRA͒ of wavelet transforms. Moreover, Langelaar and Lagendijk 7 proposed a scheme that employs three parameters to guarantee the performance: first, use a large number of the DCT blocks to embed single information bit; next, use a small JPEG-quality factor to enhance the watermark robustness against reencoding attacks; third, adopt the socalled minimal cutoff index that can be extracted from the watermarked image by zigzag scanning of the DCT coefficients.
The discrete wavelet transform ͑DWT͒ is another effective transform-domain method for concealing watermarks. Tsai et al. 8 utilized the wavelet multi resolutional structure to decompose the image frequency components and scatter the two-dimensional watermark to select the locations for the embedded secret data. Wei et al. 9 controlled the wavelet coefficients so that watermark noise does not exceed the JND of each wavelet coefficient during watermark insertion. Some papers 11, 12 based on the DWT have established some useful properties of such a watermarking scheme.
Another method in the transform domain to hide watermarks is the discrete Fourier transform ͑DFT͒. Ruanaidh et al. 13 published a paper based on the idea that angle modulation can possess superior noise immunity to amplitude modulation. In his scheme, the host image is first transformed by DFT; then the watermark bit is embedded by modifying the coefficient phase. Tests reveal that the method is relatively robust to changes in image contrast.
The approach proposed in this paper hides watermarks in the transform domain. The watermark bits are first expanded by the spread spectrum ͑SS͒ technique, and then concealed by frequency-shift keying ͑FSK͒ modulation in the coefficients of DCT blocks with higher variance selected from the image blocks. The FSK and SS techniques have strong noise immunity and are widely used in communication broadcasting systems. In this paper, the advantages of DWT, DCT, SS, and FSK are exploited to render a robust and imperceptible watermarking algorithm.
The remainder of this paper is organized as follows. In Sec. 2, the concealing algorithm is presented. The datadetecting process applied to the host image is illustrated in Sec. 3. Empirical results are presented in Sec. 4. Finally, Sec. 5 concludes this paper.
Concealing Algorithm
A robust watermarking scheme must survive all kinds of attacks, and at the same time not reduce the apparent quality of the host image in which the watermark is concealed. Security is also an important property required by a watermarking scheme. In order to construct a superior watermarking scheme, several techniques are used in this paper to achieve the goal.
The overall concealing process of our proposed scheme is shown in Fig. 1 . The watermark W is transformed to H by toral automorphism ͑TA͒ using a pseudorandom sequence ͑PN͒ generated by a private key to enhance the security. It is then spreaded by SS to a binary random sequence ͕m͖. On the other hand, the host image X is transformed to Y r and Z by DWT and DCT respectively. The use of Y r is to select high-variance blocks ͕B͖ from Z by block selection ͑BS͒. For each B selected, two DCT coefficients C 0 and C 1 of frequencies f 0 and f 1 are selected by coefficient pair selection ͑CPS͒ for the following FSK modulation. In the FSK modulation, C 0 cos 2f 0 t and C 1 cos 2f 1 t are modulated by m into C 0 Ј cos 2f 0 t and C 1 Ј cos 2f 1 t, in which the less-significant bits of C 0 Ј and C 1 Ј are set to 1 and 0, respectively, if mϭ0, and vice versa if mϭ1. The number of less-significant bits modified is controlled by the watermark strength. The FSK-modulated coefficients C 0 Ј and C 1 Ј containing the secret bit m are then embedded into Z according to the block location and the coefficient-pair location selected. The above embedding process is repeated for each secret bit in ͕m͖. The resultant image ZЈ after embedding is then inversely transformed to obtain the watermarked image R. In our scheme, SS and FSK are employed to increase robustness and unambiguity due to their superior noise immunity. Furthermore, restricting embedding watermark bits to high-variance blocks and randomizing the concealing locations will enhance the imperceptibility. The details of our embedding algorithm are described in the following.
Toral Automorphism
For security, the watermark image is prepermuted into noises by the TA 14 with a user's key. The TA scatters the image shape by certain operations iterated less than a specified number of times, and will return to the original shape when they are further iterated to make up that specified number of times. The specified number is determined by the TA parameters and the image size. In this paper, the TA is used to transform the shape of the original image into a chaotic one to protect the watermark from being stolen. The transfer function between H and W is given by
where (x,y) and (xЈ,yЈ) express the pixel locations of W and H, respectively, k denotes the control parameter, and n denotes the image size. An example of images transformed by TA is shown in Fig. 2 . 
Spread Spectrum
SS is used to counteract noise in many fields, especially in communication systems. The watermark must survive when the embedded host image encounters such attacks. Thus, a watermarking scheme needs to survive in a noisy environment. In this paper, we used the SS technique to enhance the robustness of the watermarking scheme. 15, 16 SS expands an information bit into several bits with random values. The expanded bits created when the information bit is high are the complements of those created when the information bit is low. To randomize the expanded bits, PN sequences are used to accomplish the job. By raster scanning, H is converted into a bit sequence
watermark-bearing bit is chopped up into chips. The expanded bit sequence is given by
High-Variance Block Selection
According to Voloshynovskiy et al.'s 17 analysis, watermarks embedded into signal components with low variance ͑e.g., high frequencies or flat regions in images͒ will be filtered out by the optimized attacks, while watermarks embedded into signal components with high variance are more efficiently obscured by additive noises. Thus, in our embedding scheme, high-variance blocks are selected for embedding the secret bits. However, when variances are used to select blocks for embedding, the order of blocks according to their variances for embedding and extracting should remain the same. This is the so-called synchronization problem. Most methods proposed in the literature uses the original host image to solve the synchronization problem. In this paper, we select blocks by a PN sequence and regard every b 1 ϩb 2 blocks as a group in which only the b 1 highestvariance blocks are selected for embedding the secret bits. That is, selection of high-variance blocks is only performed locally within a group. Thus, synchronization becomes easier. However, we still have to solve the synchronization problem within a group. In order to assure imperceptivity, an attack must not change the energy of the lowpass component of the host image significantly. For this reason, the variance of a lower-resolution version of the host image will be more suitable for selecting blocks within a group to embed the secret bits than that of the host image itself. In this paper, we employ the wavelet decomposition to obtain the lower-resolution versions of the host image.
Figures 3͑a͒ and 3͑b͒ show the original host image X and its wavelet decomposition. Here LL denotes the lowpass subband images, and LH, HL, HH denote the highpass subband images with edge components in the horizontal, vertical, and diagonal directions respectively. The LL subband contains most of the energy of the original image and is therefore used for calculating the variance of blocks. Although the use of the LL band for block selection stabilizes the variance order of blocks in a group, the order may be changed by the different values of the secret bits embedded into the blocks. To solve this problem, we arrange the values of the secret bits so that the values of the secret bits embedded into a group are all the same. The details of implementation will be presented later.
DCT Coefficient Pair Selection
To make a watermarking scheme robust, a good strategy is to embed the watermark bits into the significant portion of the host signal, because this portion of the host data is highly sensitive to alteration. A watermark concealed in the high or middle frequency bands is easier for attacks to remove or alter without affecting the host image. 17 In this work, we embedded secret data in lower frequency bands to enhance the robustness. Figure 4 shows the location pairs ͑PH, PL͒, used for embedding the secret bits in the lower frequency bands of a selected DCT block.
FSK Modulation
FSK is one of the most popular modulation techniques in digital communication. Due to its good noise immunity, FSK is currently used in radio broadcasting. Like SS, FSK is an important communication technology for noisy environments. A robust watermarking scheme must be designed to preserve the watermark when a watermarked image encounters such attacks. A watermark encountering attacks is like an information signal interfered with by jamming in a transmission channel.
In this paper, we utilized the FSK technique to design a robust watermarking scheme. In watermark embedding, the watermarked image R in general can be expressed as
where s is a factor that determines the watermark strength, and f (X,W,s) is the watermark embedding function. There are two types of watermark embedding functions: additive and multiplicative. In the additive case, the watermark embedding function has the form f (X,W,s)ϭ f (sW). In the multiplicative case, it has the form f (X,W,s)ϭ f (sWX). The watermark embedding scheme proposed in this paper belongs to the additive type, and the strength factor s is set to 1/32. Therefore only the least-significant three bits ͑LSB/ 2-0͒ of a selected DCT coefficient are modified. The block diagram of FSK modulation is shown in Fig.  5 . The selected DCT coefficients C 0 and C 1 are first split into two parts: LSB/2-0 and MSB/7-3. After the LSB/2-0 parts are modified by the incoming information bit m, they are combined with the MSB/7-3 parts to form C 0 Ј and C 1 Ј .
When mϭ0, the LSB/2-0 of C 0 is set to 111 and the LSB/ 2-0 of C 1 is set to 000. When mϭ1, LSB/2-0 of C 0 is set to 000 and the LSB/2-0 of C 1 is set to 111. The FSKmodulated coefficients C 0 Ј and C 1 Ј in which the information bit m is embedded are used to replace the original coefficient pair C 0 and C 1 in the watermark bit embedding ͑WBE͒ block according to the block location and coefficient-pair location selected. 
Watermark Detection Algorithm
A process that inverts the watermark concealing process is carried out to recover the original watermark image. The block diagram and the flow chart of the watermarkrecovering process are shown in Fig. 6 . The watermarked image R is transformed to Y r Ј and ZЈ by DWT and DCT, respectively. The image Y r and the same PN 2 used in the concealing process are used to select BЈ from ZЈ, then select C 0 Љ and C 1 Љ from BЈ for FSK demodulation. In the FSK demodulation, the secret bit mЈ is extracted from C 0 Љ and C 1 Љ . After all the secret bits ͕mЈ͖ are detected from the FSK demodulation, they are contracted by inverse SS and rearranged into the two-dimensional image HЈ. By passing HЈ through the inverse toral automorphism ͑ITA͒, the recovered watermark WЈ is obtained.
FSK Demodulation
The flow chart of FSK demodulation is shown in Fig. 7 . Because watermark bits are concealed in the LSB/2-0 part, the mask 00000111 is used to extract the LSB/2-0 parts of C 0 Љ and C 1 Љ . The LSB/2-0 parts of C 0 Љ and C 1 Љ are correlated with 1 and Ϫ1, respectively, added together, and then passed through sign detection to obtain the secret bit mЈ. The value of mЈ is determined by
Inverse Spread Spectrum
Since the watermark bits are expanded by SS before embedding, they will be reconstructed by contraction. A bit dЈ( j) in HЈ is obtained by contracting its expanded sequence m j iϭ1,2,3 ,...,l, using r j (i) generated by PN 1 .
The value of dЈ( j) is determined by
where denotes the XOR operator.
Experimental Results
Imperceptibility is an important factor for watermarking. In this paper we employ the peak SNR ͑PSNR͒ to indicate the degree of transparency. The PSNR of R is given by 
where X(i, j) and R(i, j) are the gray-scale values at (i, j) of the host image X and the watermarked image R of size nϭNϫN respectively. The watermark similarity measurement is dependent on factors such as the knowledge of experts, the experimental conditions, etc. Therefore a quantitative measurement is necessary to provide fair judgment of the extracted fidelity. Robustness is another important factor for watermarking. In this paper, we use the normalized correlation ͑NC͒ between the referenced watermark W and the extracted watermark WЈ as the similarity measure:
The NC is normalized by the reference watermark energy to give unity as the peak correction. The images ''Lena'' (512ϫ512) and ''Baboon'' (512 ϫ512) are used in simulation for demonstrating the performance of the proposed scheme. The logo image of National Cheng Kung University (32ϫ32) in Chinese was used as the watermark. The block size used is 8ϫ8. The values of parameters used in the simulations are kϭ5, sϭ 1/32 , l ϭ3, b 1 ϭ3, b 2 ϭ1. The number of secret bits after SS expansion is equal to 32ϫ32ϫlϭ3072. The total number of blocks is equal to (512ϫ512)Ϭ(8ϫ8)ϭ4096. The number of blocks selected for concealing the secret bits is therefore equal to 4096ϫb 1 /(b 1 ϩb 2 ) ϭ3072, which is equal to the total number of secret bits.
Comparison between WHVBS and WOHVBS
High-variance block selection ͑HVBS͒ is used to enhance robustness. In HVBS, three blocks of higher variances are selected out of four in a group to embed the secret bits. For lϭ3, the output of SS for each input bit consists of 3 bits. If we want to arrange the values of the secret bits so that the values embedded into the same group are all the same, 
Table 2
Comparison of the number of error bits of the recovered watermark among WHVBS2, WH-VBS8 and WOHVBS under various attacks for the ''Lena'' image.
Table 3
The NC values corresponding to the number of error bits for the image ''Lena'' shown in Fig. 9 . the outputs of SS except for the two states 000 and 111 have to be discarded. When this two-state constraint is enforced, the embedding scheme with HVBS is called WHVBS2. The embedding scheme with HVBS but without two-state constraint is termed WHVBS8, and the embedding scheme without HVBS is called WOHVBS. In order to demonstrate the effectiveness of HVBS and the two-state constraint, simulations using the WHVBS2, WHVBS8, and WOHVBS embedding schemes were conducted. Figures 8 and 9 show the results of comparison between WHVBS2 and WOHVBS under JPEG lossy compression attacks using Photoshop 6.0 with quality levels from 0 to 12 for the ''Baboon'' and ''Lena'' images, respectively. The empirical results reveal that WHVBS2 is significantly superior to WOHVBS in terms of the number of error bits for the ''Baboon'' image; for example, the number of error bits is 85 for WOHVBS and 53 for WHVBS under the JPEG lossy compression of quality level 0. From the results, we can see that the combination of HVBS and the two-state constraint in our embedding scheme is very effective in reducing the bit errors of the reconstructed watermark. The degree of reduction of bit errors becomes less significant for smooth images like ''Lena,'' which is less liable to compression attacks. Tables 1 and 2 show the empirical results of comparison among WHVBS2, WHVBS8, and WOHVBS under rotating, resizing, cropping, painting, noising, and blurring attacks for ''Baboon'' and ''Lena,'' respectively. From the results, we find that the WOHVBS8 scheme performs worse than the WOHVBS scheme, but the WHVBS2 scheme performs better than the WOHVBS scheme for the rough image ''Baboon'' and about the same for the smooth image ''Lena.'' This shows that the two-state constraint plays an important part in reducing the bit errors when HVBS is implemented. Figure 10 shows the original and the watermarked images of the WHVBS2 embedding scheme. The PSNRs of the watermarked images are 35.75 and 36.01 for the ''Lena'' and ''Baboon'' images, respectively. In Fig. 10 , one can hardly perceive the difference between the watermarked image and the original image.
The normalized correlation and the extracted watermark corresponding to Figs. 8 and 9 are shown in Table 3 and Fig. 11 and in Table 4 and Fig. 12 , respectively. From the test results, the values of the NC are all above 0.93, and the extracted watermarks are clearly identified by human vision. Figure 13 shows the 90-deg-rotated, the resized, the cropped, the painted, the noised, and the blurred watermarked images and their corresponding watermarks extracted using the WHVBS2 scheme for the ''Baboon'' image. The corresponding numbers of error bits of the extracted watermark are listed in Table 2 . The visual quality of the extracted watermarks revealed in Fig. 13 demonstrates that our proposed scheme can sustain all the above attacks.
Comparison between ASK and FSK
Many watermarking schemes proposed in the literature conceal the value of a secret bit in the amplitude of a DCT coefficient of which the lesser significant bits are set to 0 ͑off͒ or 1 ͑on͒ according to the value of the secret bit. This is analogous to the concept of the amplitude-shift keying ͑ASK͒. In contrast, the proposed watermarking scheme conceals a secret bit in the less significant bits of a pair of DCT coefficients so that one of the two frequencies becomes dominant over the other. This is similar to the concept of the FSK. The difference between the above two schemes in the embedding process has the following consequence. If the power of the watermark embedded in the host image for the FSK scheme is adjusted to be the same as that for the ASK scheme, then the margin of the FSK for discriminating the values of the secret bit in the detection process will be & times that of the ASK. Thus, the FSK scheme is superior to the ASK scheme so far as robustness and imperceptibility are concerned.
In order to test the importance of this difference, we conducted simulations using both the ASK and FSK modulations in the WHVBS2 scheme. Figures 14 and 15 show the empirical results of the JPEG lossy compression using the same strength factor for the test images ''Baboon'' and ''Lena,'' respectively. From these empirical results, we can see that the FSK performs in general better than the ASK. Particularly, as the attack becomes stronger than a threshold, the reconstructed watermark using the ASK starts deteriorating seriously, but that from the FSK deteriorates gracefully. One may notice that the PSNR of the water- Fig. 11 The extracted watermarks corresponding to the numbers of error bits for the image ''Lena'' shown in Fig. 9 .
Table 4
The NC values corresponding to the numbers of error bits for the image ''Baboon'' shown in Fig. 8 Figs. 16 and 17 for the test images ''Baboon'' and ''Lena,'' respectively. In this case the PSNR using ASK is about the same as that using FSK ͑36.25 versus 36.01 for ''Baboon,'' and 35.38 versus 35.75 for ''Lena''͒. From the results, we see that the scheme using FSK is still more robust than using ASK in the region of strong attacks. Comparisons between the schemes using FSK and ASK under other attacks are shown in Tables 5 and 6 . The results in Tables 5 and 6 reveal that except for the blurring attack, the schemes employing the FSK and ASK perform about the same. For the blurring attack, the extracted watermark using ASK is blown out and cannot be identified, but that using the FSK still can be clearly identified. Figure 18 shows the extracted watermarks using FSK and ASK under the blurring attack for the ''Lena'' and ''Baboon'' images, respectively.
Conclusions
Digital watermarking is a potential method to discourage unauthorized copying or to attest the origin of digital data that include audio, video, or images. In this paper we present a robust watermarking scheme for still images using FSK with high-variance block selection. Empirical results show that the proposed scheme can sustain attacks such as JPEG lossy compression, rotation, resizing, cropping, painting, noising, and blurring. The WHVBS2 strategy is employed to enhance the robustness without causing a synchronization problem. Another advantage of our scheme is that the original host image is not required in extracting the watermark during the detecting process. 
Table 5
Comparison of the numbers of error bits of the recovered watermark between FSK and ASK with the strength factor of the latter doubled, under various attacks for the ''Baboon'' image.
